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Profile

Offensive Security Engineer focused on identifying and exploiting systemic flaws across web, API, and Active Directory environments. Experienced
in authorized black-box and grey-box assessments spanning production, staging, and isolated infrastructure, with findings covering the full OWASP
Top 10 and beyond, including business logic and architectural weaknesses. Demonstrated full domain compromise through misconfiguration abuse
and credential escalation. Delivers clear, actionable risk communication through technical reporting and remediation guidance.

Education

Bachelor's in Computer Science | Minor in Mathematics 2021/03 - 2025/06

Forman Christian College (A Chartered University) Lahore
CGPA: 3.9 (6x Vice Rector's Honor List for Academic Excellence)

Certificates

- Certified Web Security Expert (CWSE) - Hackviser - Certified Associate Penetration Tester (CAPT) — Hackviser 2

- Web-Pentester Job Path - HackTheBox - Penetration Tester Job Path - HackTheBox (In Progress)

Skills & Expertise

[ Offensive Security — Web Application Pentesting, API Security, OWASP WSTG, Network Recon, Vulnerability Research, Active Directory ]

[ Defensive & SIEM — Wazuh Manager/Agent configuration, Suricata IDS, Security Monitoring, Vulnerability Detection, Log/Malware Analysis. ]

[ Toolkit — Curl, Nmap, Burp Suite, ffuf, SQLMap, Metasploit, Wireshark, BeEF, Bloodhound, Almpacket, NetExec, Mimikatz, Hashcat, Docker ]

[ Languages — Python, Bash, JavaScript, Assembly, C/C++, Java ]

Professional Experience

Associate Offensive Security Engineer 2025/09 - Present
Tkxel 2 Lahore
- Conducted Web & API Pentesting. Executed authorized black-box and grey-box penetration tests on internal and
external production-grade web, and API assets, identifying critical vulnerabilities.
- Engineered Active Directory Assessments. Orchestrated and conducted a red team operation through AD
assessment resulting in domain-level compromise through misconfiguration abuse and credential escalation,
demonstrating critical organizational risk.
- Reporting & Remediation: Authored comprehensive, client-facing penetration testing reports detailing reproduction
steps, impact analysis, and specific remediation roadmaps aligned with OWASP Top 10.

Engineering Intern 2025/07 - 2025/08
Tkxel Lahore
- Rotated through cross-functional mentorship i.e Cybersecurity and DevOps, focusing on Agile methodologies and
secure code review practices.

Projects

Cyber Sentinel - Security Monitoring SIEM (FYP) 2 2024/11 - 2025/06
Final Year Project
- Developed a low-cost, open-source security monitoring solution integrating Wazuh, ELK Stack and Suricata IDS
on a dedicated environment.
- Engineered real-time intrusion detection for System or Network threats on endpoints, achieving high detection
accuracy.
- Built a Python-based automated installer and GUI manager to streamline SIEM deployment for small-scale
enterprise environments.
- Send Email Alerts for critical security events

Automated Pentest Report Generator
Personal Project
- Designed a tool to parse standardized JSON vulnerability data and generate formatted, professional reports in
Word and PDF formats.
- Reduced reporting overhead by automating repetitive formatting tasks and ensuring consistent documentation
across different testing engagements.

Offensive Security Home Lab 2024/08 - present
Personal Project
- Set up virtualized lab using VirtualBox with Kali as attack, and multiple victim machines (Metasploitable 2 & 3,
Ubuntu Server, Windows 10).
- Simulate real-world attack scenarios, including aggressive network reconnaissance, bruteforce login attempts,
privilege escalation, and post-exploitation techniques.
- Implemented offensive security testing using Metasploit Framework and Nmap for vulnerability analysis and
exploitation.
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